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• With digital engagement becoming the norm in 
financial services, authentication plays a 
critical role in shaping security outcomes and 
customer experience. 

• Enhanced authentication methods are key in 
defending fraud, but can also cause friction in 
customer experience.

• As consumer expectations evolve, customers 
want security, but how much friction are they 
willing to accept without impacting their 
experience?
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Background and Context

12024 Financial Crimes Services and Fraud Prevention 
Benchmarking Study, LIMRA. 

Many companies are planning to enhance their 
authentication capabilities, with 38% considering 
authenticator apps and 33% exploring behavioral 

analytics and voice biometrics. 1



Identify which enhanced authentication methods (e.g., knowledge-based questions, 
one-time passwords (OTP), MFA, biometrics, etc.) customers prefer and which they 
find least appealing by channel (phone, email, mobile app).

Quantify the trade-offs customers are willing to make between security and experience 
during authentication (to understand how much friction they are willing to accept).

Compare how preferences vary by demographic factors such as age, gender, assets, 
occupation, and digital behavior.

Inform the design of authentication strategies that balance fraud prevention with 
customer satisfaction.
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Objectives



Project Approach
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• A structured, quantitative approach will be 
used to explore consumer preferences for 
authentication methods by channel.

• A representative sample of 2,400 
consumers will complete a 15-minute 
online survey.

• The survey will combine stated preferences 
with behavioral trade-offs to deliver a multi-
dimensional view of how consumers 
evaluate authentication.

• Sponsors will have input into the survey 
instrument. 
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Project Approach and Questions

1. What authentication 
methods to customers prefer?

Participants will complete a 
MaxDiff (Best-Worst Scaling) 
task to determine which 
enhanced authentication 
methods consumers prefer. 
Respondents will be shown a set 
of 4-5 authentication methods* 
at a time and asked to select the 
most and least preferred in each 
set. This will test up to 25 
different enhanced methods and 
force trade-offs to produce a 
ranked list of preferences 
based on relative importance.

2. What are the thresholds for 
security and experience? 

A conjoint analysis will present 
respondents with realistic 
authentication scenarios that 
vary by method and experience 
factors. This will quantify the 
trade-offs consumers are 
willing to make and reveal 
tipping points where increased 
effort, delay, or data sensitivity 
reduces trust or satisfaction. 

3. Do preferences and 
thresholds vary by generation 
and gender?

Post-survey demographic 
segmentation analysis will 
segment results by age, gender, 
and other demographic factors 
(e.g., assets, occupation) to 
uncover meaningful differences 
in attitude and expectations. This 
will support more inclusive and 
targeted authentication 
application strategies.

*e.g., government ID scan, fingerprint, facial recognition, OTP, authenticator app, voice biometrics, or others as identified by Sponsor Group



• Like customers, many companies 
authenticate financial professionals before 
allowing various access levels (e.g., website 
portal, call center, mobile app, etc.).

• The voice of the agent is important for 
companies to consider as they enhance their 
methods of authentication.

• 10-minute quantitative online survey of 400 
financial professionals to uncover 
preferences and pain points related to 
authentication methods and experiences.

Optional Financial Professionals Scope
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• Project kickoff deck and recording

• Project plan and timeline

• Final survey instruments

• PowerPoint report of results

• Virtual presentation of key findings and 
considerations and recording

• Upon request: 

• Raw data file of survey responses

• Tabulation book of survey data (up to 10 
variables e.g., gender, income) in Excel

7

Deliverables



Anticipated Timeline & Fees
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Milestone Week
Hold kickoff meeting Week 1
Questionnaire Development Weeks 2-4
Survey Programming and Testing Week 5
Data Collection Weeks 6-7
Data Cleaning and Processing Week 8
Analysis and Report Development Weeks 9-11
Delivery of Results Week 12

Fees are subject to +/- 10% contingency. Although there is no travel expected for this 
project, fees do not include travel expenses which are additional and will be billed at cost. 
The overall project timeline is dependent on the responsiveness of both sponsors and 
study participants. 

• Fees for this project are estimated to be $15,000 per sponsor.

• Those who add the optional scope for financial 
professionals will be charged $19,000

• LIMRA anticipates completing this project within 12 weeks.

• The optional scope for financial professionals will add 3 
weeks to the timeline.



Sponsor Benefits

Sponsor 
Experience

Utilize 
LIMRA’s 

Expertise

Understand 
Evolving 

Customer 
Expectations

Influence 
Study Design

Share 
Research 

Costs

Gain 
Exclusive 

Access

Engage in 
Collaboration

Rely on a proven track 
record in research.

Gain visibility into 
custom expectations 
around digital security 
and experience.

Shape the study’s topic 
areas and questions.

Reduce expenses through 
shared research funding.

Obtain data and insights 
not available to others.

Discuss and share insights 
with other sponsors.
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Life Insurance Annuities Workplace 
Benefits
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lhackett@limra.com

sokeefe@limra.com dly@limra.com jzaki-azat@limra.com

mlorenz@limra.com

sodonnell@limra.com

lferris@limra.com

lhackett@limra.com

Lai-Sahn Hackett
Corporate Vice President

lhackett@limra.com
(860) 285-7753

sokeefe@limra.com dly@limra.com jzaki-azat@limra.comsokeefe@limra.com

Shannon O’Keefe
Associate Research Director

sokeefe@limra.com  
(860) 285-7806

dly@limra.com

Dararith Ly
Assistant Research Director

dly@limra.com 
(860) 285-7818

jzaki-azat@limra.com

Justeena Zaki-Azat
Senior Research Analyst

jzaki-azat@limra.com 
(860) 298-3966

mlorenz@limra.com

Michelle Lorenz
Director, Member Engagement

mlorenz@limra.com 
(860) 285-7736

sodonnell@limra.com

Sean O’Donnell
Senior Vice President

sodonnell@limra.com
(860) 298-3913

lferris@limra.com

Lynn Ferris
Director, Business Development

lferris@limra.com 
(860) 285-7849

Applied Research Solutions Team

11

mailto:lhackett@limra.com
mailto:sokeefe@limra.com
mailto:dly@limra.com
mailto:jzaki-azat@limra.com
mailto:mlorenz@limra.com
mailto:sodonnell@limra.com
mailto:lferris@limra.com


Consortia research allows members to partner with and 
through LIMRA to cost-effectively research hot topics. 

Consortia research gives companies the opportunity to 
play an active role with other organizations to investigate a 
common area of need, including exploring opportunities in 

emerging markets, determining the market potential for 
new products, understanding the buying process, 

positioning with producers, and more. 

LIMRA’s Applied Research team partners with you to 
conduct quantitative and qualitative research to capture 

the specific insights you need to support decision making 
across all product lines and distribution channels. 

Custom research can help you improve the customer 
experience, design a new product, test a product concept, 

explore new markets, and more. 

CUSTOM RESEARCH CONSORTIA RESEARCH

As the premier trade association for the insurance and financial services industries, with over 700 members, including 22 
members in the Fortune 100, LIMRA has a privileged view into proven best practices and emerging trends. The breadth and 
depth of the data flow across the industry and our unique position within it enables us to provide you with insights no one else 
can provide. LIMRA combines industry knowledge and research expertise that translates into a thorough understanding of the 
marketplace and thoughtful research design and methodology.

LIMRA Applied Research Solutions
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https://www.limra.com/?utm_source=research-report&utm_medium=graphics-pdf&utm_campaign=graphics-pdf
https://www.loma.org/?utm_source=research-report&utm_medium=graphics-pdf&utm_campaign=graphics-pdf
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