
PREVENTING FRAUD
IN RETIREMENT PLANS

In recent years, fraudulent actors have increasingly targeted participant balances in retirement plans. 
The industry has taken note and aggressive action to prevent successful fraudulent attempts.

LIMRA and the Society of Actuaries assessed the current situation through a series of interviews with 
retirement plan recordkeepers regarding industry practices in �nancial crimes and fraud prevention.

TOPICS in Retirement Plan Fraud…

Recordkeepers, plan sponsors, and participants need strategies to protect their data and funds.

Anyone can be targeted, 
but our research �nds the 
most likely to be:

While known party or familial fraud makes up the majority of 
fraud attacks, account takeover (ATO) attacks perpetrated by 
unknown and unrelated third parties can be the most damaging 
from a �nancial and reputational perspective for recordkeepers.

Fraud has become a signi�cant concern for plan sponsors, 
recordkeepers, advisors, and participants in recent years.

Fraudsters are opportunistic, and seemed to shift their 
efforts toward pandemic themed schemes from early 2020 
through early 2021. Recent activity indicates they have 
shifted back toward retirement accounts.

Fraud in retirement plans is an evolving 
problem; protection requires constant 
and evolving vigilance.
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Industrywide best practices, cooperation, 

communication, and monitoring can help 

predict, detect, and deter trends

Training and communication can 

help set participant and sponsor 

expectations
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Fraudsters are increasingly 

sophisticated

Service providers must 

balance customer experience 

and protection

PARTNERING in (Fraud) Prevention


